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InstaDMG + Munki + DeployStudio
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Investment
• Planning


• Procurement


• Security


• Training


• PoC/Test


• Production


• Documentation



Commercial Mac Management

• Documentation


• Training


• Support



Open Source Mac Management

• Documentation?


• Training?


• Support?
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Open Source Mac Management

• Documentation?


• Training?


• Support?





Mac Management Tools 2010



• Fiction: Open Directory + MCX!


• Fact: Configuration Profiles


• Fiction: Easy admin GUI to encourage collaboration


• Fact: Staffed with programmers


• Kicker: Who actually all know Munki



LANrev
• Apps "Almost as good as Munki" 😀


• But also does:


• Inventory


• AD integration


• Remote Client Commands


• ...and lots more









😵



MDM vs Local Profiles

• "UDP Management"


• Server Side Logic 


• Asynchronous

• Predictable


• Client Side Logic 


• Synchronous

MDM Local



Best Effort Management

Send out the command and hope for the best

&



• Reliable


• Declarative (desired state)


• Idempotent

Configuration Management



• Apple's MDM protocol is imperative, not declarative


• Profiles are evaluated once during installation

🚨🚨🚨
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Wishlist

• Munki


• DEP


• ...which needs MDM


• NoMAD, Cloud Sync, ...etc



Outsourcing 🎉



1 + 1 = ?



Jamf



Jamf

MDM Imaging FileVault Inventory

Config Mgmt Printers Reports Self Service

App Mgmt eBooks Classrooms ...and more!



Managing Apps — Jamf vs Munki



Managing Apps — Jamf vs Munki

• Jamf:


• Self Service is easy


• Unconditional installs are easy


• Policies can get complex

• Munki:


• Steeper learning curve


• Command Line and plists


• Advanced features

Training



Managing Apps — Jamf vs Munki

• Jamf:


• Web server


• SMB


• Certificate


• Firewall rules

• Munki:


• Web server


• SMB


• Certificate


• Firewall rules

Infrastructure



Managing Apps — Jamf vs Munki
Munki Benefits

• Version Logic


• User Experience


• Dependencies


• OS Upgrades


• Logging


• Version Control



Managing Apps — Jamf vs Munki
Version Logic

• Munki understands version numbers


• Automatic upgrade logic 


• Looks on client, not on server



Managing Apps — Jamf vs Munki
User Experience

• Blocking applications


• Gentle logout or reboot


• Forced install after date, with countdown


• UI at the login window



Managing Apps — Jamf vs Munki
Dependencies

• A Requires B


• MS_OFFICE_2019-16.25.0 requires Office2019-VLS-16.17.18080304


• B is an update_for A


• AcrobatDCProUD-17.011.30113 is an update for AcrobatDCPro



Managing Apps — Jamf vs Munki
OS Upgrades

• Install macOS.app


• Preloading


• Force install after date



Managing Apps — Jamf vs Munki
Logging

• Client side logging


• Actually tells you what it tries to do and what the result is


• Enables support techs



Managing Apps — Jamf vs Munki
Version Control

• manifests and pkgsinfo are plain plist files


• Put everything you can in version control



Managing Apps — Jamf vs Munki
Some things are the same

• AutoPkg


• preflight/postflight scripts


• Custom Conditions ≈ Extension Attributes



Managing Apps — Jamf vs Munki
Summary

• In our organization, Munki offers the best possible user experience


• Munki lets us spend less time managing applications
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🚚→→🖥→   →   →   →🎉

• Jamf Agent installs


• enrolls


• and on Eduroam:


• Wi-Fi goes down


• Wi-Fi goes back up again


• Jamf PI-004144
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Onboarding app

Munki

bootstrap script



🚚→→🖥→   →   →   →🎉
bootstrap script

echo "Installing high priority packages" 
/usr/local/munki/managedsoftwareupdate --id=gda_dep --auto --munkipkgsonly 
echo "Installing base packages" 
/usr/local/munki/managedsoftwareupdate --auto --munkipkgsonly 
echo "Installing low priority packages packages" 
/usr/local/munki/managedsoftwareupdate --set-bootstrap-mode 
/usr/local/munki/managedsoftwareupdate --auto
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Minimalist MDM

• DEP


• UAKEL & TCC


• Traditional tools do everything else



Minimalist MDM

• Begrudingly implement the changes?


• Or go all in?



macOS Catalina

• Supervision


• Activation Lock


• fdesetup ,


• profiles ,



Time to reevaluate again


